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1 Introduction

This document is the Certification Practice Statement concerning the certificate for website
authentication service of e-Szigné Certification Authority operated by Microsec Itd. (hereinafter:
Microsec or Trust Service Provider).

The Trust Service Provider provides its services for its Clients those have contractual relationship.

The present Certification Practice Statement describes the framework of the provision of the
aforementioned services and includes the detailed procedures and miscellaneous operating rules.

It makes recommendations for the Relying Parties for the verification of the and Certificates
created by the services.

The Certification Practice Statement complies with the requirements set by the elDAS Regulation
[1], the service provided according to these regulations is an EU trust service.

Microsec asked for its registration as a trust service proider at the National Media and
Infocommunications Authority on the 1st of July 2016.

1.1 Overview

The aim of the present Certification Practice Statement is to summarize all the information that
the Clients coming into contact with the Trust Service Provider should know. This aims to foster
that:

e its Clients and future Clients get better acquainted with the details and requirements of the
services provided by the Trust Service Provider, and the practical background of the service
provision;

e the Clients be able to see through the operation of the Trust Service Provider, and thus
more easily decide whether the services comply or which type of services meet their individual
needs and expectations.

Furthermore the role of present document is to help the users and acceptors of Certificates,
Certificate revocation lists and online Certificate status responses issued by the Trust Service
Provider in the clear identification of the ways of managing them, the level of security guaranteed
by them as well as the relevant technical, commercial, financial guarantees and legal responsibility
related to them. The content and format of the present document complies with the requirements
of the RFC 3647 [19] framework. It consists of 9 sections that contain the security requirements,
processes defined by the Trust Service Provider and the practices to be followed during the
provision of services. To strictly preserve the outline specified by RFC 3647, section headings
where the document does not impose a requirement have the statement "No stipulation".

Requirements for end user activity related to the used services can be contained besides the present
Certification Practice Statement in the General Terms and Conditions the service agreement
concluded with the provider, the Certificate Policies applied by the Trust Service Provider (see
section 1.2.1 ), the Time-Stamping Policy [31] and other regulation or document independent
from the Trust Service Provider as well.

12
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1.2 Document Name and ldentification
Issuer e-Szigné Certification Authority
Document name elDAS conform

Certificate for Website Authentication
Certification Practice Statement
Document version 2.2
Date of effect 30/10/2016

The listing and identification information of the Certificate Policies that can be used according to
the Certification Practice Statement is in section 1.2.1.

1.2.1 Certificate Policies

All Certificates issued by the Trust Service Provider refers to that Certificate Policy based on
which they were issued.

The first seven numbers of the Certificate Policy identifier OID is the unique identifier of Microsec
as follows:

(1) International Organization for Standardization (I1SO)

(3) Organization identification schemes registered according to ISO/IEC
6523-2

(6) United States Department of Defense (DoD)

(1) Internet

(4) Private projects

(1) Private enterprises

(21528) MICROSEC Ltd.

The system of the following numbers was allocated within Microsec own competence,
interpretation as follows:

.3.6.1.4.1.21528) MICROSEC Ltd.

e-Szigno Certification Authority
documents

public documents

unique identifier number of the document
document version

document subversion

1
2
1
1

||~ —~|—~|—~|—~

N

X
— [~ [~ — | —|~—

The Trust Service Provider issues Certificates according to the following Certificate Policies based
on the present Certification Practice Statement:

OID DENOMINATION SHORT
NAME

1.3.6.1.4.1.21528.2.1.1.59.2.2 | certification class Ill., for website authentication | HWxxN
certificates, prohibiting the use of pseudonyms.

13
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1.3.6.1.4.1.21528.2.1.1.61.2.2 | certification class Il., for website authentication | KWxxN
certificates, prohibiting the use of pseudonyms.

1.3.6.1.4.1.21528.2.1.1.62.2.2 | Issued during automatic issuance, controlling | AWxxN
website authentication certificate
issuance, Certificate Policy prohibiting the use
of pseudonyms.

Formation and interpretation of the Certificate Policy short name happens according to the
following rules:

e First character [Xxxxx]

— M: qualified Certificate Certificate Policy

: non-qualified Certificate Certificate Policy

: non-qualified, Ill. certificate class Certificate Certificate Policy

N
H

— K: non-qualified, Il. certificate class Certificate Certificate Policy
A

: non-qualified, automatic issuance Certificate Certificate Policy

: no stipulation

X

e Second character [xXxxx]

— A: Signing purpose Certificate Certificate Policy
— B: Seal creation purpose Certificate Certificate Policy

W: Website Authentication Certificate Certificate Policy

K: Code signing Certificate Certificate Policy

X: no stipulation
e Third character [xxXxx]

— T: Certificate issued to a natural person Certificate Policy
— J: Certificate issued to a legal person Certificate Policy

— x: no stipulation
e Fourth character [xxxXx]

— B: Certificate issued on Qualified Electronic Signature Creation Device Certificate
Policy
H: Certificate issued on Hardware Security Module Certificate Policy

S: Certificate issued by software Certificate Policy

— X: no stipulation
e Fifth character [xxxxX]

— A: pseudonymous Certificate Certificate Policy

— N: pseudonym excluding Certificate Certificate Policy
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— X: no stipulation

The detailed requirements of the listed Certificate Policy(s) are in "e-Szigné Certification
Authority - elDAS conform Certificate for Website Authentication Certificate Policies ver. 2.2."
[30]

The issuance of Certificates belonging to the Ill. certification class is bound to the personal
identification in advance by the Trust Service Provider, and for the Il. class certification Certificate
issuance, the remote registration is permitted.

In case of Certificate Policies concerning Certificates issued to non-natural persons, the Subject
is a legal person.

In case of Website Authentication Certificates at the name of the Subject the domain name or IP
address is indicated. The Website Authentication Certificate can not be pseudonymous.

All of the present Certificate Policies prohibit the use of pseudonyms, the real name of the Subject
is indicated on the Certificate in all cases.

The operation of the Trust Service Provider conforms to the current version of the Baseline
Requirements for the Issuance and Management of Publicly Trusted Certificates published at
http://www.cabforum.org url. In the event of any inconsistency between this document and
those Requirements, those Requirements take precedence over this document.

Among the present Certificate Policies:

e cach Certificate Policy complies with the [DVCP] Certificate Policy defined in the ETSI
EN 319 411-1 [10] standard;

e cach Certificate Policy complies with the [OVCP] Certificate Policy defined in the ETSI
EN 319 411-1 [10] standard, if the organization name is indicated on the Certificate;

Compliance with the ETSI Certificate Policies

[DVCP] | [OVCP]
HWxxN X X*
KWxxN X X*
AWxxN X X*

* if the name of the Organization is indicated on the Certificate

1.2.2 Effect
Subject Scope

The Certification Practice Statement is related to the provision and usage of the services described
in section 1.3.1.

Temporal Scope

The present version of the Certification Practice Statement is effective from the 30/10/2016
date of effect, until withdrawal. The effect automatically terminates at the cessation of services.
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Personal Scope

The effect of the Certification Practice Statement extends each of the participants mentioned in
section 1.3.

Geographical Scope

The present Certification Practice Statement includes specific requirements for services primarily
provided for Hungarian Clients, operating by the Hungarian law in Hungary in Hungarian language.
The Trust Service Provider can extend the geographical scope of the service, in this case, it shall
use not less stringent requirements than those applicable to Hungarian conditions.

1.2.3 Security Levels

The Trust Service Provider defined security levels by taking into account the relevant requirements
as follows.

The authentication strength of the Certificate Subject in descending order:

e qualified Certificates [Mxxxx];

e non-qualified Ill. certification class Certificates [Hxxxx| issued by e-Szigné Certification
Authority;

e non-qualified Il. certification class Certificates [Kxxxx| issued by e-Szigné Certification
Authority;

e non-qualified Certificates issued not by e-Szigné Certification Authority [xxxxx].
Based on the used container in descending order by security:

o Certificates issued on Qualified Electronic Signature Creation Device [xxxBx];
o Certificates issued on Hardware Security Module [xxxHx];

e otherwise, for example Certificates issued by software [xxxSx], [xxxxx].

By taking into account the two points of view the Trust Service Provider established the following
aggregated order in descending order of security:

e qualified Certificates issued on Qualified Electronic Signature Creation Device [MxxBx];

qualified Certificates issued on Hardware Security Module [MxxHx];

qualified otherwise, for example Certificates issued by software [MxxSx], [Mxxxx];

non-qualified Ill. certification class Certificates [HxxHx] issued by e-Szigné Certification
Authority on a Hardware Security Module;

non-qualified otherwise, for example by software issued Ill. certification class Certificates
[HxxSx|[Hxxxx];
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e non-qualified Il. certification class Certificates [KxxHx| issued by e-Szigné Certification
Authority on Hardware Security Module;

e non-qualified otherwise, for example by software issued Il. certification class Certificates
[KxxSx][Kxxxx]| issued by e-Szigné Certification Authority;

e non-qualified Certificates issued not by e-Szigné Certification Authority [xxxxx].

During the communication with the Clients the Trust Service Provider supports the use of
electronic channels and enables the use of electronic signature during the administration in most
cases possible.

It is a general rule, that during the administration related to the Certificates, the Client can use
its own signing Certificate to verify the electronic documents, if its level of security according to
the aforementioned list is not lower than the relevant Certificate.

On an individual basis in special cases, the Trust Service Provider can deviate from the strict
application of the above list with regard to particular tasks (for example the personal identification
for Ill. certificate class Certificates in case of new qualified Certificate application or the
modification of an existing one as a result of the same procedural identification rules it accepts
the identification required for qualified Certificate).

1.3 PKI Participants

The participants applying the services provided within the framework of present Certification
Practice Statement consist of the following:

e the Microsec e-Szigné Certification Authority,

e the Registration Authority in a contractual relationship with Microsec e-Szigné Certification
Authority,

the Clients of Microsec e-Szigné Certification Authority (Subscribers and Subjects),

Relying Parties,

other participants.

1.3.1 Certification Authorities

Data of the Trust Service Provider

Name MICROSEC Micro Software Engineering & Consulting Private
Limited Company by Shares

Company registry | 01-10-047218 Company Registry Court of Budapest

number

Head office 1031 Budapest, Zahony street 7. D. building

Telephone number (+36-1) 505-4444

Fax number (4+36-1) 505-4445

Internet address https://www.microsec.hu, https://www.e-szigno.hu

Contact information of the customer service:
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The name of the | e-Szigno Certification Authority
provider unit
Customer service 1031 Budapest, Zahony str. 7., Graphisoft Park, D building
Office hours of the | on workdays between 8:30-16:30 by prior arrangement

customer service
Telephone number of | (+36-1) 505-4444
the customer service

E-mail address of the | info@e-szigno.hu
customer service

Service related | https://www.e-szigno.hu
information access

Place for registering | Microsec zrt. 1031 Budapest, Zahony str. 7., Graphisoft Park, D
complaints building

Relevant Consumer | Budapest Capital Authority for Consumer Protection 1052 Budapest,
Protection Inspectorate | Véroshaz str. 7. 1364 Budapest, Pf. 144.

Relevant Arbitration | Arbitration Board of Budapest 1016 Budapest, Krisztina krt. 99. IIl.
Board em. 310. 1253 Budapest, Pf.: 10.

Introduction of the Trust Service Provider

Microsec Itd. is an EU qualified trust service provider according to the 910/2014/EU Regulation
[1] (hereinafter: elDAS).

Microsec Itd. (its predecessor) started the provision of its services related to electronic signatures
under the effect of Act XXXV. of 2001. [2] (hereinafter: Eat.):

e provides non-qualified electronic signature certification services, time stamping, and
placement of signature-creation data on signature creation devices services according to
Eat. since May 30, 2002 (registration number: MH 6834 1/2002.);

e provides qualified electronic signature certification services, time stamping, and device
services according to Eat. since May 15, 2005;

e provides qualified long term preservation service according to Eat. since February 1, 2007.
(reference number of the decision on the registration: HL-3549-2/2007).

On the 1st of July, 2016. the whole system of services related to electronic signatures changed
uniformly on a European basis with eIDAS and its complement Act CCXXII of 2015. [5] coming into
force. Microsec continuously migrates its services in accordance with the new elDAS requirements.

From the 1st of July, 2016 :

e starts the issuance of elDAS qualified signing certificates for natural persons;
e starts the issuance of elDAS non-qualified signing, seal and webserver certificates;

e in accordance with the transitional provisions, it provides on a national qualified level until
obtaining the final elDAS certificate the issuance of signing certificates for organizations,
time stamping and long term preservation services.
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Quality and Information Security

Microsec highlights the importance of Client experience. In order to maintain a high level of
services, the Trust Service Provider has been operating a quality control system compliant with
the 1SO 9001 standard since January 23, 2002. Compliance with the standard has been verified
by Lloyd’s Register Quality Assurance.

Microsec assigns high priority to the security of the systems it operates, and has therefore been
operating an information security management system that is compliant with ISO 27001 (formerly
known as BS 7799) in its main areas of activity since May 19, 2003. Compliance with the standard
has been verified by Lloyd's Register Quality Assurance.

Business Providing Certification Services

Operating as an independent business unit within the organization of Microsec, the e-Szigné
Certification Authority provides the Certificate creation and management, the Certificate
revocation information issuance, the Electronic Signature Creation Device and the provision of
the online certificate status service. The tasks related to the management of the regulations is
provided by this unit too. The e-Szignd Certification Authority has its own Registration Authority,
but does not exclude the cooperation with an external Registration Authority either.

Services

The Trust Service Provider provides the following trust services defined by the eIDAS regulation
[1] to the Subscriber within the framework of the present Certification Practice Statement :

e Issuance of Certificates for Website Authentication

The Issuance of Certificates for Website Authentication Service

The Trust Service Provider to provide the Issuance of Certificates for Website Authentication
service signs a service agreement with the Subscriber , within the confines of it issues a Certificate
suitable for electronic signature generation to the Subjects specified by the Subscriber. The
Certificate provides a certified connection between the data of the identified Subject and the
public signature verifier data of the signature generation data that the Subject holds. Within the
framework of a service agreement, multiple Certificates can be issued to the Subject.

In case of a Website Authentication Certificate the Subject is a webserver which is identified by
the domain name or IP address indicated in the Certificate. The Applicant is that natural person,
who acts during Certificate application.

In case of a valid a subscription, the Applicant may initiate the following actions:

e Applicant may apply for a Certificate from the Trust Service Provider, the Certificate
issuance is performed according to a Certificate Policy or policies;

e the Applicant may request the revocation of its Certificate,

The Subscriber may also request the revocation of the belonging Subject’s Certificate. These
actions may also be requested by the organizational administrator authorized by the Subscriber
and registered by the Trust Service Provider.
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The Trust Service Provider makes the revocation lists publicly available, containing the revocation
status of the issued Certificates. The Trust Service Provider also makes the Certificate public,
according to the Applicant’s consent. The revoked or expired Certificate is invalid.

The Trust Service Provider also issues test certificates with the purpose of testing its system. The
test certificates do not have any legal effect.

Upon requests the Trust Service Provider may issue free Certificates for testing purposes on an
individual bases. The Certificates issued this way need to be managed prudently because they
have the same legal effect as the normal Certificates.

Certificate Types

The Certificate Policies supported by the present Certification Practice Statement are presented
in section 1.2.1 . The ID of the applied Certificate Policy is always indicated in the "Certificate
Policies" field of the Certificate.

The e-Szigné Certification Authority provides various certificate types for its Clients, which mainly
differ concerning their properties and data authentically bound to the Subject.

Organizational Certificate means a Certificate

which contains the name of an Organization. The name of a Organization can be indicated
in a Website Authentication Certificate only if the Organization is the legal user, owner of
the domain or IP address, or has the authorisation of them.

o Certificate for Automatism means a Certificate wherein the denomination of the IT device
(application, system) is indicated amongst the Subject data in the Certificate, by the help
of the Subject uses the Certificate.

e Pseudonymous Certificate means a Certificate wherein not the official denomination of
the Subject is in the Certificate. In the pseudonymous Certificates the requested name is
indicated in the "Pseudonym" field, and it is stated in the "CN" field that the Certificate
contains a pseudonym. Website Authentication Certificate can never be pseudonymous.

o Personal Certificate means a Certificate that does not contain either an "O" or a "Title"
field. This type can only be issued to natural persons.

The e-Szigné Certification Authority issues Certificates for natural persons and legal persons. In
case of Certificates issued to legal persons the authorized representative natural person or a trustee
authorized by the representative need to act on behalf of the legal person.

Test Certificates

The Trust Service Provider issues test certificates — firstly to test their system, on the other
hand, to third parties in order to test the services. No legal effect belongs to the certificates, and
the Trust Service Provider does not take any responsibility for their issuance, usage and service
availability.

The Trust Service Provider does not issue test certificates under the top level service provider
(root) Certification Unit.
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The issuance of the test certificates is done under the "Microsec e-Szigno Test Root CA 2008"
root exclusively created and operating for this task.

The Trust Service Provider indicates the test certificates in the "Certificate Policies" field according
to the following (see section 7.1.2 ):

e the 1.3.6.1.4.1.21528.2.1.1.9 OID is indicated as a Certificate Policy in the Certificate, or
e the 1.3.6.1.4.1.21528.2.1.1.100 OID is indicated as a Certificate Policy in the Certificate, or

e no Certificate Policy is indicated in the Certificate.

Certification Units

The following contains a list of Certification Units appearing in the system of the e-Szigné
Certification Authority under the effect of this Certification Practice Statement. Further
information can be found in the the certificate hierarchy of the Trust Service Provider at the
following address: https://e-szigno.hu/en/pki-services/ca-certificates.html

The following certification units of the Trust Service Provider issue Certificates:

e "Microsec e-Szigno Root CA 2009" — Root certification unit, that issues SHA-256 based
Certificates for the Certification Units of the Trust Service Provider. This Certification Unit
has a self certified (SHA-256 based) certificate.

e "Online e-Szigno SSL CA 2016" — This unit issues only not qualified Website Authentication
Certificates automatically. Certified by "Microsec e-Szigno Root CA 2009". This unit does
not issue pseudonymous Certificates.

e "e-Szigno SSL CA 2014" — This unit issues only Website Authentication Certificates and
code signing Certificates exclusively according to the Ill. certification class. Certified by
"Microsec e-Szigno Root CA 2009". This unit does not issue pseudonymous Certificates.

e "Class2 e-Szigno SSL CA 2016" — This unit issues only Website Authentication Certificates
and Certificates for networking authentication exclusively according to the Il. certification
class. Certified by "Microsec e-Szigno Root CA 2009". This unit does not issue
pseudonymous Certificates.

e OCSP responders; every Certification Unit with SHA-256 based Certificate certifies
dedicated OCSP responder Certification Unit, which gives responses regarding the revocation
status of the Certificates issued by the given certification unit. The OCSP responder units
name contains the "OCSP Responder"text besides the given certification unit name. The
"OCSPSigning" extended key usage is present in the OCSP responder Certificates.

The following Certification Units of the Trust Service Provider do not issue Certificates anymore:

The aforementioned units have SHA-256 based Certificates, and issue SHA-256 based SHA-256
Certificates, and OCSP responses. Every provider and end-user RSA key is at least 2048 bit in
the hierarchy above.

The Trust Service Provider issued SHA-1 Certificates based "Microsec e-Szigno Root CA"
Certification Unit beforehand. The Trust Service Provider does not issue Certificates according
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to this hierarchy. The Trust Service Provider keeps the SHA-1 based hierarchy for the verifiability
of the previously issued Certificates. The following Certification Units are in the hierarchy:

e "Microsec e-Szigno Root CA" — Root certification unit, which issued SHA-1 based
Certificates to the Certification Units of the Trust Service Provider. This Certification Unit
has a self-certified certificate.

e "e-Szigno SSL CA" — This unit only issued Website Authentication Certificates and code
signing Certificates. Certified by "Microsec e-Szigno Root CA". This unit did not issue
pseudonymous Certificates.

e "e-Szigno OCSP CA" (self certified) — OCSP responder certificate issuer Certification Unit.

e "Advanced e-Szigno OCSP Responder" — OCSP responder — certified by the "e-
Szigno OCSP CA".

Intermediate Certification Units in the SHA-1 based hierarchy issue "closing CRLs", with a validity
date (nextUpdate) that is equal to the expiry date of the issuing Trust Service Provider.

For the uninterrupted verification of issued certificates SHA-1-based revocation information was
available for SHA-1-based Certificates until the 31st of December, 2012. Until this date, the Trust
Service Provider used SHA-1-based OCSP responder certificates and issued SHA-1-based OCSP
responses for the SHA-1-based hierarchy. Since the 1st of January, 2013, the Trust Service Provider
uses SHA-256 based OCSP responder certificates and issues SHA-256 based OCSP responses in
its SHA-1 based hierarchy.

The hash of the root Certificates belonging to "Microsec e-Szigno Root CA" and "e-
Szigno OCSP CA" were published by the Trust Service Provider in the July 21, 2005 edition
of Magyar Nemzet (a Hungarian daily newspaper), the Trust Service Provider published the hash
of the "Microsec e-Szigno Root CA 2009" Certificate in the June 17 2010 issue of Expressz (a
Hungarian daily newspaper). These root Certificates are available through the webpage of the
e-Szignd Certification Authority.

e The SHA-1 hash of the "Microsec e-Szigno Root CA" root Certificate: 23 88 c9 d3 71
cc 9e 96 3d ff 7d 3c a7 ce fc d6 25 ec 19 0d,
the SHA-256 hash of the same root Certificate: 32 7a 3d 76 1a ba de a0 34 eb 99
84 06 27 5c bl a4 77 6e fd ae 2f df 6d 01 68 ea 1c 4f 55 67 dO

e The "e-Szigno OCSP CA" root Certificate SHA-1 hash: 56 2c 85 5b 9c d9 be Oe 64
e6 £f7 95 86 24 95 al 09 3e f1 68,
the SHA-1 hash of the same root Certificate: 15 a9 45 a5 e4 92 c8 6¢c 3e 4e Oe ab
81 4c 9c 43 b0 4f 2e a6 83 1la 64 6¢ 37 8c d2 bl 82 05 aa 89

e The "Microsec e-Szigno Root CA 2009" root Certificate SHA-1 hash ! :
89 df 74 fe 5c f4 0f 4a 80 f9 e3 37 7d 54 da 91 el 01 31 8e,

'The same root (trust anchor) formerly operated with a different certificate. The SHA-1 hash of the former
root Certificate is : a6 5¢c b4 73 3d 94 ab c8 65 a8 64 64 7c 2c 01 27 2c 89 bl 43, and the SHA-256
hash is: 8e 8c 6e bf 77 dc 73 db 3e 38 €9 3f 48 03 e6 2b 6b 59 33 be b5 le e4 15 2f 68 47 aa 14
42 6b 31. the Trust Service Provider published this hash in the 22 June 2009 issue of Magyar Hirlap (a Hungarian
daily newspaper). Signatures and Certificates which were verified with the usage of the former root Certificate can
also be considered valid.

22



1 INTRODUCTION SZSZ-FOK-SSL-EN 2.2

the SHA-256 hash of the same root:
3c bf 81 fe ab fa b8 2c 64 bf a2 ea ec af cd e8 e0 77 fc 86 20 a7 ca eb
37 16 3d £3 6e db £f3 78

The following trustable certificate stores contain and distribute the "Microsec e-Szigno Root CA"
and the "Microsec e-Szigno Root CA 2009" root Certificates:

e Microsoft Windows certificate store,
e Network Security Services (NSS) certificate store,

e Google Android from the v2.3 (Gingerbread) version,

The "Microsec e-Szigno Root CA 2009" root Certificate is contained and distributed by the
following certificate stores:

e Apple iOS from the 7.1.2 version.

e Apple Mac OS X from the 10.9.4 version.

The https://e-szigno.hu/en/pki-services/browser-compatibilty.html
webpage contains more information on other browsers and certificate stores that contain the
root certificates of the Trust Service Provider by default.

The other Certificates of the Trust Service Provider can be verified based on the self certified root
certificates, so these Certificates are only published by the Trust Service Provider on its webpage. If
— law or in the framework of a contract or agreement between Trust Service Providers — other Trust
Service Provider issues certificates for the Certification Units of the Trust Service Provider, the
Trust Service Provider can publish the Certificates on its webpage. The Trust Service Provider
undertakes that in case of Certificates issued for the Trust Service Provider in this manner, it
complies with the cross certifying Trust Service Provider's Certificate Policy and considers the
included information binding.

Before the expiration date of the provider Certificates, the Trust Service Provider generates new
provider keys and starts new Certification Units, and takes all the necessary steps, so that the
change of the provider Certificates does not endanger the continuity of the services.

Chained Certification Service

The Trust Service Provider has the right to offer a chained certification service, where a
Certification Unit of the Trust Service Provider issues a certificate to a Certification Unit controlled
by another certification authority (hereinafter: cross-certified CA).

This cross-certification is arranged according to the following requirements:

e The Trust Service Provider and the cross-certified CA conclude a contract, the contract
contains the exact conditions of the cross-certification. The cross-certified CA contracts the
belonging Clients by itself, within this contract, the cross-certified CA is appointed as the
certification authority.
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e The Trust Service Provider takes full responsibility for the activities of the chained
Certification Authority.

e The cross-certified certification authority can only issue Certificates for a well defined scope
of users.

e The cross-certified certification authority shall publish its Certificate Policy, and it shall
operate according to it.

e The Trust Service Provider is entitled to verify the operation of the cross-certified provider.

e The Trust Service Provider revokes the Certificate issued during the cross certification if
the cross-certified certification authority does not comply with its own Certificate Policy, or
if the cross-certified certification authority indicates that its cross certified provider key is
compromised.

o If the Trust Service Provider issues provider Certificate for another Certification Authority,
it announces the fact to the National Media and Infocommunications Authority. If the cross-
certified CA issues Certificates that can be used natively and publicly, the cross-certified CA
is bound to announce the cross-certification to the National Media and Infocommunications
Authority, and ask for registration (except it is already registered at the National Media
and Infocommunications Authority). These rules apply to other services related to electronic
signatures as subordinate services (e.g. time stamp).

1.3.2 Registration Authorities

The Trust Service Provider implements registration and other tasks related to the issuing of
Certificates, as well as further certificate management tasks centrally, within the framework of a
customer service operating within its own organization.

Tasks of the office:

e registration of the Subject indicated on end user Certificates,
e administration and registration activity related to the issuing of Certificates and

e maintaining contact with Clients (reception of questions, announcements, requests and
complaints, and the initiation of their processing),

e performance of certificate actions (revocation, certificate renewal, certificate modification
and re-key).

The customer service operated by the Trust Service Provider receives requests pertaining to
various certificate actions, and initiates their processing. The Trust Service Provider maintains
a continuously available standby service for the initiation of revocation — 24 hours a day, every
day of the week.

The Registration Authority may perform registration activities at the following locations:

e at the customer service of the Trust Service Provider;
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e the associate of the Registration Authority may visit Clients and perform mobile registration
activities on the site according to the internal statements of the Trust Service Provider.

The Trust Service Provider may also contract other organizations for the creation of external
registration offices, or for the operation of mobile registration units which perform specific tasks
of the central office at an external location. These external Registration Authoritys also operate in
a controlled way and in accordance with this Certification Practice Statement, the Trust Service
Provider supervises the controlling system of these organisations.

1.3.3 Subscribers

The Clients of the services provided by the Trust Service Provider:

e Subscriber:

— concludes a service agreement with the Trust Service Provider,
— defines the scope of the Applicanta ,

— responsible for the payment of the fees arising from the usage of the service.

e Applicant: acts during the application for the given Website Authentication Certificate.

1.34 Relying Parties

The Relying Party is not necessarily in a contractual relationship with the Trust Service Provider.
The Certification Practice Statement sections 4.5.2, 4.9.6, 9.6.4 and 9.9.3 and the other
policies mentioned in it contain the recommendations related to its operation.

The Trust Service Provider maintains its contacts with the Relying Partys mainly through its
website.

1.3.5 Other Participants

If a Certificate has been issued representing an Organization to the Applicant for its activity,
the Represented Organization is the actual Organization also indicated within the Certificate.

The Trust Service Provider does not necessarily have a contractual relationship with the
Represented Organization, but the Trust Service Provider shall not issue an Organizational
Certificate without the approval of that Organization. The Trust Service Provider can revoke
the Certificate at the request of the Represented Organization.

1.4 Certificate Usage

1.4.1 Appropriate Certificate Uses

The private keys belonging to the end-user Certificates issued by the Trust Service Provider based
on the present Certification Practice Statement can be only used for website authentication.
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1.4.2 Prohibited Certificate Uses

Certificates issued in accordance with the present Certificate Policies, and the private keys
belonging to them using for other purposes than website authentication is prohibited.

1.5 Policy Administration

1.5.1 Organization Administering the Document

The data of the organization administering the present Certification Practice Statement can be

found in the following table:

Organization name

Microsec e-Szigné Certification Authority

Organization address

Hungary, H-1037 Budapest, Zahony street 7. building D

Telephone number

+36 1 505-4444

Fax number

+36 1 505-4445

E-mail address

info@e-szigno.hu

1.5.2 Contact Person

Questions related to the present Certification Practice Statement can be directly put to the

following person:

Contact person

Process management department leader

Organization name

Microsec Itd.

Organization address

Hungary, H-1037 Budapest, Zdhony street 7. building D

Telephone number

+36 1 505-4444

Fax number
E-mail address

+36 1 505-4445
info@e-szigno.hu

1.5.3 Person or Organization Responsible for the Suitability of the Practice Statement

for the Certificate Policy

The provider that issued the Certification Practice Statement is responsible for its conformity
with the Certificate Policy referenced in it and for the provision of the service according to the
regulations contained therein.

The Certification Practice Statements and the provision of the services are supervised by the
National Media and Infocommunications Authority. The National Media and Infocommunications
Authority maintains a register on the Certificate Policies and on the Trust Service Providers
applying these policies.

The register of the National Media and Infocommunications Authority on trust services is available
on the below link:

http://webpub-ext.nmhh.hu/esign2016/
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1.5.4 Practice Statement Approval Procedures

The writing, the acceptance and the issuance of the new or any modified versions of the
Certification Practice Statement happens according to unified processes — as defined in detail
in section 9.12.1.

1.6 Definitions and Acronyms

1.6.1 Definitions

A group of Certificate Policies, that make possible the
Certificate issuance based on the Applicant’s remote
registration.

[l. certification class

A group of Certificate Policies, that bound the Certificate

lI certification class issuance to the Applicant’s personal registration.

A facility designed for the placement and operation of
computer systems and associated components. These
components typically include telecommunications systems
and communication connections, redundant power supply,
data storage, air conditioning, fire protection and safety
systems.

Data Centre

In case of a Website Authentication Certificate the Subject
is the webserver, which is identified by a domain name or

Subject IP address.

The globally unique identifier of the Subject, given by the
Trust Service Provider.

The identifier is in the "Subject DN Serial Number" field
of the Certificate, according to the requirements of section
3.1.1.

Subject Unique Identifier

"The National Media and Infocommunications Authority,
the supervising authority monitoring the Trust Services."

Trust Service S i Bod
rust Service supetvisory Body (Act CCXXII. of 2015. [5] 91.§ 1. paragraph)
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Trust Service

"Means an electronic service normally provided for
remuneration which consists of:

e the creation, verification, and validation of electronic
signatures, electronic seals or electronic time stamps,
electronic registered delivery services and certificates
related to those services, or

e the creation, verification and validation of Website
Authentication Certificate; or

e the preservation of electronic signatures, seals or
certificates related to those services;

" (elDAS [1] 3. article 16. point)

Trust Service Policy

"A set of rules in which a Trust Service Provider, relying
party or other person requires conditions for the usage
of the Trust Service for a community of the relying
parties and/or a class of applications with common safety
requirements." (Act CCXXII. of 2015. [5] 1. § 8. point)

Trust Service Provider

"A natural or a legal person who provides one or more
Trust Services either as a qualified or as a non-qualified
Trust Service Provider." (elDAS [1] 3. article 19. point)

Electronic Document

"Means any content stored in electronic form, in particular
text or sound, visual or audiovisual recording" (elDAS [1]
3. article 35. point)

Electronic Time Stamp

"Means data in electronic form which binds other data in
electronic form to a particular time establishing evidence
that the latter data existed at that time." (elDAS [1] 3.
article 33. point)

Subscriber

A person or organization signing the service agreement
with the Trust Service Provider in order to use some of its
services.

Relying Party

The communicating party, who identifies a webserver when
accessing the website based on its Website Authentication
Certificate, furthermore, those software vendors who
produce Internet browsers or applications in which they use
Website Authentication Certificate during its operation.

Suspension

The temporary termination of the Certificate's validity
before the end of the validity period indicated on the
Certificate. The Certificate suspension is not definitive; the
suspended Certificate's validity can be restored.
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Root Certificate

Also known as top level certificate. Self-signed Certificate,
which is issued by a specific Certification Unit for itself,
which is signed with its own private key, so it can be
verified with the Signature-Verification Data — indicated
on the certificate.

HSM: Hardware Security Module

A hardware-based secure tool that generates, stores
and protects cryptographic keys and provides a secure
environment for the implementation of cryptographic
functions.

Certification Authority

A Trust Service Provider, who/which identifies the
requester within the confines of the certification service,
issues Certificates, keeps a record, receives the Certificate
related data changes, and publishes the regulations
belonging to the Certificate and the information on the
current state (especially on possible revocation) of the
Certificate.

Certification Unit

A unit of the Trust Service Provider's system that
signs the Certificates. Always just one Certificate-Creation
Data (signing key, signature-creation data) belongs to
a Certification Unit. It is possible that a Certification
Authority simultaneously operate several Certification
Units.

Certificate Policy

"A Trust Service Policy which concerns the Certificate
issued within the framework of the Trust Service." ( Act
CCXXIL. of 2015. [5] 1. § 24. point)

Applicant

That natural person who acts during the application for
the given Certificate.

Represented Organization

If the Certificate is issued to the Applicant for the purpose
of using it for its activities or for then the Represented
Organization is the Organization in question, which is also
specified in the Certificate.

Compromise

A cryptographic key is compromised, when unauthorized
persons might have gained access to it.

Intermediate Certification Unit

A Certification Unit whose Certificate was issued by
another Certification Unit.
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Cryptographic Key

An individual digital signal series controlling cryptographic
transformation, the knowledge of which is required for
encryption, decryption, electronic signature creation and
verification.

Key Management

The production of cryptographic keys, their delivery to
users or its algorithmic implementation, as well as the
registration, storage, archival, revocation and termination
of keys which are closely linked to the used security
method.

Private Key

In the public key infrastructure, the element of an
asymmetric cryptographic key pair for an actor that the
Applicant  shall keep strictly secret.

In case of webserver authentication the webserver shall use
its private key during its authentication procedure.
During the issuance of Certificates, the Certification
Authority uses the private keys of the Certification Unit
for placing an electronic signature or seal on the Certificate
to protect it.

Public Key

In the public key infrastructure, the element of an
asymmetric cryptographic key pair belonging to an actor,
which should be made public. The disclosure is typically in
the form of a Certificate, which links the name of the actor
with its public key. In case of webserver authentication,
the public key of the webserver is needed for the verification
of its identity.

The authenticity of the Certificates can be verified with
the public key of the Certification Unit.

Public Key Infrastructure, PKI

An infrastructure based on asymmetric cryptography,
including the cryptographic algorithms, keys, certificates,
the related standards and legislation, the underlying
institutional system, a variety of providers and devices.

Registration Claim

The data and statement given beforehand for the
preparation of the Certificate Application and the provider
contract to the Trust Service Provider by the Client in
which the Client authorizes the Trust Service Provider for
data management.

Registration Authority

Organization that checks the authenticity of the Certificate
holder's data and verifies that the Certificate Application
is authentic, and it has been submitted by an authorized
person.

30



1 INTRODUCTION

SZSZ-FOK-SSL-EN 2.2

Extraordinary Operational
Situation

An extraordinary situation causing disturbance in the
course of the operation of the Trust Service Provider,
when the continuation of the normal operation of the
Trust Service Provider is not possible either temporarily
or permanently.

Organization

Legal person.

Organizational Certificate

A Certificate, which contains the name of a Organization.
In this case the name of the Organization is indicated in
the "O" field of the Certificate.

Organization Administrator

That natural person who is eligible to act during
the application and revocation of the website
authentication Certificates issued to the Organization and
to grant the issuance of organization related personal
Certificates and the revocation of such Certificate. The
Organization administrator can be appointed by a person
eligible for representing the organization. Designation
of an Organization Administrator is not compulsory for
every Organization, if not designated, then the person
eligible to represent the Organization performs the tasks
aforementioned.

Trust Service Practice Statement

"The statement of the Trust Service Provider of the
detailed procedures or other operational requirements
used in connection with the provision of particular Trust
Services." (Act CCXXII. of 2015. [5] 1. § point 41.)

Service Agreement

"The contract between the Trust Service Provider and the
Trust Service client, which includes the conditions for the
provision of the Trust Service and for using the services."
(Act CCXXII. of 2015. [5] 1. § point 42.)

Certificate

"The electronic signature certificate, the electronic seal
certificate and the Website Authentication Certificate,
and all those electronic verifications issued within the
framework of the Trust Service by the service provider,
which includes the certificate related verification data and
the certificate usage related information, and which as
an electronic document is reliably protected against the
available counterfeiting technologies at the time of the
issuance and during its validity period." (Act CCXXII. of
2015. [5] 1. § point 44.)

Certificate Application

The data and statements given by the Applicant to the
Trust Service Provider for Certificate issuance, in which
the Applicant reaffirms the authenticity of data to be
indicated on the Certificate.
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Certificate Repository

Data repository containing various Certificates.

A Certification Authority has a Certificate Repository in
which the issued certificates are disclosed, but the system
containing Certificates available to the application on the
computer of the Relying Party is also called Certificate
Repository.

Client

The collective term for the Subscriber and every related
Applicant  denomination.

Revocation

The termination of the Certificate's validity before the
end of the validity period indicated on the Certificate
too. The Certificate revocation is permanent, the revoked
Certificate cannot be reinstated any more.

Revocation Status Records

The records of the suspended and revoked Certificates
which includes the fact of the suspension or revocation
and the time of the suspension or revocation maintained
by the Certification Authority.

Certificate for Website
Authentication

"Means an attestation that makes it possible to
authenticate a website and links the website to the natural
or legal person to whom the certificate is issued. " (e/DAS
[1] article 3. point 38.)

The webserver domain or IP address is indicated in the
name field of a Website Authentication Certificate.

1.6.2 Acronyms

CA Certification Authority

CcpP Certificate Policy

CPS Certification Practice Statement
CRL Certificate Revocation List

elDAS electronic ldentification, Authentication

and Signature

LDAP Lightweight Directory Access Protocol

NMHH  National Media and Infocommunications
Authority

OCSP Online Certificate Status Protocol

OID Object Identifier

PKI Public Key Infrastructure

QCP Qualified Certificate Policy

RA Registration Authority

TSP Trust Service Provider
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2 Publication and Repository Responsibilities

2.1 Repositories

The Certification Authority publishes on its webpage (https://www.e-szigno.hu) and through
LDAP protocol (1dap://1dap.e-szigno.hu) its provider Certificates, and those Certificates
to the disclosure of which the Applicant consented to.

The Trust Service Provider publishes the Certificate Policy, the Certification Practice Statement
and other documents containing the terms and conditions its operation is based on.

The Certification Authority guarantees, that the availability of its system publishing its service
Certificates, the Certificate Repository and the revocation status information on an annual basis
will be at least at least 99.9% per year, while service downtimes may not exceed at most 3 hours
in each case.

2.2 Publication of Certification Information

The Trust Service Provider discloses on its webpage its provider Certificates, and those
Certificates for the Relying Parties to the disclosure of which the Applicant consented to.

Service Provider Certificates

With the following methods the Certification Authority  discloses the Certificates of the
certification units and the online certificate status service units it operates:

e The denomination of the root certification units, and the hash of its root certificates in
the Certification Practice Statement. (see section: 1.3.1.) The information related to their
change of status are available at the website of the Certification Authority.

e The status change of Certificates of intermediate (non-root) is disclosed on the revocation
lists, its website and within the confines of the online certificate status response services.

e For the signers of the online certificate status responses the Certification Authority —
compliant to the best international practice — issues a Certificate with extremely short
period of validity (for 10 minutes ) thereby eliminating the need for Certificate revocation
status verification. The revocation status of the OCSP response Certificates is only to be
disclosed by the Trust Service Provider such a way that in case of key compromise, or any
other problems there won't be any more new Certificate disclosed for the OCSP response
signer old private key later. The Trust Service Provider discloses OCSP response Certificates
for a new, secure private key. For the detailed description of the OCSP response validation
see section 4.5.2.

End-User Certificates

With the following methods the Certification Authority discloses status information related to the
end-user Certificates which it had issued:

e on revocation lists,
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e within the confines of the online certification status response service.

The end-user Certificate revocation is disclosed by the Trust Service Provider, and the Applicant’s
consent is not required for it. For status information disclosing methods, see Section 4.10.

The Trust Service Provider discloses the contractual conditions and policies electronically on its
website.

The new documents to be introduced are disclosed on the website 30 days before coming into
force.

The documents in force are available on the site in addition to all previous versions of all
documents.

The actual version of policies and contractual conditions is readable in printed form at the
customer service of the Trust Service Provider.

The Trust Service Provider makes available the Certificate Policy, the Certification Practice
Statement and the Service Agreement to the Client on a durable medium following the conclusion
of the contract.

The Trust Service Provider notifies its Clients about the change of the General Terms and
Conditions.

2.3 Time or Frequency of Publication

2.3.1 Frequency of the Publication of Terms and Conditions

The disclosure of the Certification Practice Statement related new versions is compliant with
the methods described in Section 9.12.

The Trust Service Provider discloses other regulations, contractual conditions and their new
versions if necessary.

The Trust Service Provider publishes extraordinary information without delay in accordance with
the legal requirements and in the absence thereof when necessary.
2.3.2 Frequency of the Certificates Disclosure

The Trust Service Provider regarding the disclosure of some Certificates follows the practices
below:

e the Certificates of the root certification units operated by it are disclosed before commencing
the service;

o the Certificates of the intermediate certification units operated by it are disclosed within 5
workdays after issuance;

e the Certification Authority discloses in case of the Applicant's consent the end-user
Certificates in its Certificate Repository after issuance without delay.
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2.3.3 The Changed Revocation Status Publication Frequency

The status information related to the end-user Certificates issued by the Trust Service Provider and
the provider Certificates are available immediately within the confines of the online certificate
status service.

The information related to the status of the Certificates are disclosed in the Certificate Repository
on the certificate revocation lists. The practices related to the issuance of the certificate revocation
lists are discussed in Section 4.10.

2.4 Access Controls on Repositories

Access is provided to anyone for reading purposes to public information of the Certificates
and status information disclosed by the Certification Authority according to the particularities of
publication.

The information disclosed by the Certification Authority shall only be amended, deleted or modified
by the Certification Authority. The Certification Authority shall prevent unauthorized changes to
the information with various defence mechanisms.

3 Identification and Authentication

3.1 Naming

The section contains requirements for the data indicated in the Certificates issued to end-users in
accordance with the applied Certificate Policies.

The indicated Issuer ID and the Subject ID amongst the basic fields of the Certificate comply with
the RCF 5280 [21] and RFC 6818 [22] recommendations name-specific format requirements, in
addition the Trust Service Provider supports the Subject Alternative Names and Issuer Alternative
Names fields located amongst the extensions.

3.1.1 Types of Names
Denomination of the Subject

The denomination of the Certificate Subject (content of the Subject field) consists of:

e Common Name (CN) — OID: 2.5.4.3 The name of the Subject
In case of Website Authentication Certificates the requested domain name or IP address.
Always filled out.

Only that domain name or IP address is indicated that exists and legally used by the
Applicant. In case of Website Authentication Certificates the domain name or IP address
can be in this or in the Subject Alternative Names field.

The Website Authentication Certificate shall not be pseudonymous.

Always filled out.
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e Surname — OID: 2.5.4.4 — Surname of the natural person
If the Website Authentication Certificate contains the name of a natural person, then his
surname is in this field,

Usage is optional. The name of a person can be indicated in a Website Authentication
Certificate only if the person is the legal user, owner of the domain or IP address, or has
the authorisation of them, and if the Applicant requests it. The value of this field must be
generated from the full name of the natural person, which is in the same form as in a public
registry.

e Given Name — OID: 2.5.4.42 — The first name of the natural person.
If the Website Authentication Certificate contains the name of a natural person, then his
given name is in this field,

Always filled out.

Usage is optional. The name of a person can be indicated in a Website Authentication
Certificate only if the person is the legal user, owner of the domain or IP address, or has
the authorisation of them, and if the Applicant requests it. The value of this field must be
generated from the full name of the natural person, which is in the same form as in a public
registry.

e Pseudonym (PSEUDO) — OID: 2.5.4.65 Pseudonym of the Subject

It may be completed only in case of a pseudonymous Certificate.

The Website Authentication Certificate shall not be pseudonymous.

e Serial Number — OID: 2.5.4.5 Unique identifier of the Subject.

The indication of at least one filled out "Serial Number" field is in the Certificate
which complies with the following requirements, so that it is able to form a part of the
Subject permanent unique identifier in case of the usage of "Permanent Identifier" extension
according to the RFC 4043 [20] recommendation:

— the identifier value belongs to the Subject named in the Certificate, identified by the
Trust Service Provider, and it is unique within the system of the Trust Service Provider;

— the Trust Service Provider guarantees that the identifier value of any two Certificates
it issued only matches with each other, if both of the Certificates belong to the same
Subject.

The "Serial Number" value that meets the above requirements is the Subject provider unique
identifier.

This field is part of the Subject denomination, and is not the same as the Certificate serial
number defined by RFC 5280.

The unique identifiers issued by the Trust Service Provider to the Subject are OID formatted:
"1.3.6.1.4.1.21528.2.x.y.z".

— In it, the first numbers are fixed (1.3.6.1.4.1.21528.2.2: is the unique identifier of the
Trust Service Provider),
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x" is the inner identifier used by the Trust Service Provider,

y" is the inner identifier used by the Trust Service Provider,

— "z" is an automatically issued, a unique identifier within a specific "x.y" value pair.
So the "x.y.z" value pair is the the Subject unique identifier within the system of the
Certification Authority.

Because the first part of the identifier identifies the Trust Service Provider globally, and the
rest of the identifier specifies the Subject within the system of the Trust Service Provider,
so the full identifier identifies the Subject in a unique way globally by itself.

There can be multiple OIDs belonging to the same Subject, but only one Subject belongs
to an OID. The Subject is always entitled to request a new (unassigned) OID.

The Trust Service Provider only issues the same OID for two Certificates if it made sure
that the Subject belonging to the two Certificate is the same.

In case of a Website Authentication Certificate this OID identifies together in a unique way
the owner given in the "Subject DN" field and the domain name set given in the "Subject
Alternative Names" field.

The Certificate can contain further Serial Number fields. The identifier can be given in
a format specified in the ETSI EN 319 412-1 specification, in (Name:Value) format (for
example: "ID card number:AAAAAA" ), or in other format requested by the Clients.

In the Serial Number the Trust Service Provider — compliant with the standards — does not
indicate accents.

These other fields can be considered as the Subject’s unique identifiers, but the forefront
OID formatted identifier fulfils the identifier role according to RFC 4043.

e Organization (O) — OID: 2.5.4.10 The name of the Organization

If the Website Authentication Certificate contains the name of an Organization the
Organization's full or shortened name is indicated in the "O" field according to the
deed of foundation or a public register.

Usage is optional. The field can be used only if the Applicant requests it (in this case we call
the Certificate Organizational Certificate). The name of a Organization can be indicated in
a Website Authentication Certificate only if the Organization is the legal user, owner of the
domain or IP address, or has the authorisation of them. In case of the Website Authentication
Certificates the legitimately used trademark, trade name or DBA by the Applicant can be
indicated in this field for the request of the Applicant.

In case of personal — not related to any organization — certificates this field is not filled
out.

In case of a provider Certificate issued for a Trust Service Provider the "O" field the real
name of the organization providing the service is indicated in it.

e Organization Identifier (Orgld) — OID: 2.5.4.97 — Identifier of the organization
In case of an organizational certificate the identifier of the Organization indicated in the
"O" field is in this field.

Only that data can be in it, which was verified by the Trust Service Provider.
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In case of an organizational certificate filling out the field is optional.
In case of personal — not related to any organization — certificates this field is not filled
out.

e Organizational Unit (OU) — OID: 2.5.4.11 — The name of the organizational unit

In case of an organizational certificate the name of the certification unit related to the
organization named in the "O" field, or the trademark, or other information is in this field.

Only that data is indicated here that the Trust Service Provider verified and that the
Organization has the right to use.

The "OU" field is filled only if the "O", "L" and "C" fields are filled.
Optional field. In case of personal — not related to any organization — certificates this field
is not filled out.

e Country (C) — OID: 2.5.4.6 — Identifier of the country.

In case of an Organizational Certificate the two-letter country code of the place of
incorporation of the Organization indicated in the "O" field.

In case of a Website Authentication Certificate not including the name of the Organization,
the country belonging to the domain or IP address, or if this cannot be clearly decided, then
the two-letter country code of the Applicant’s country.

Always filled out.
In case of Hungary, the value of the "C" field is: "HU".

e Street Address (SA) — OID: 2.5.4.9 — Address data
Not filled.

e Locality Name(L) — OID: 2.5.4.7 — Name of settlement

In case of an Organizational Certificate, the locality name of the Organization's place of
incorporation.

In case of a Certificate related to the Organization it is always filled, in case of a Certificate
not related to a Organization, it is not filled.
e State or Province Name — OID: 2.5.4.8 — Member state, province name

In case of Organizational Certificate, the state, province or county name of the Organization’s
place of incorporation.

In case of a Certificate not related to an Organization, it is not filled.

e Postal Code — OID: 2.5.4.17 — Zip code

In case of Organizational Certificate, the postal code of the Organization's place of
incorporation. If filled, only verified information can be indicated.

In case of a Certificate not related to an Organization, it is not filled.

e Title (T) — OID: 2.5.4.12 — Title of the subject
Not filled.
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e E-mail Address (EMAIL) — OID: 1.2.840.113549.1.9.1 — The e-mail address of the Subject
Not filled.

The Certificates issued in accordance with the present Certification Practice Statement might
contain further — in accordance with the referenced Certificate Policies — "Subject DN" fields.
Only verified text values may be indicated on these fields (they shall not contain values indicating
lack of data for example: ".", "-" or " ").

Subject Alternative Names

A "Subject Alternative Names" field is not listed as a critical extension in the Certificate. The
content will be filled as follows.

The "Subject Alternative Names" field always contain at least one domain name or IP address.

In this field, all domain / IP addresses are listed, even that, which is in the "CN" of the "domain"
field. Only a fully qualified domain name (FQDN: Fully Qualified Domain Name) is here, and a
reserved domain IP address is not included here.

The Certificate may only include a domain name here and in the "CN" of the "Subject" field.

The Denomination of the Certificate Issuer Certification Unit
The identifier of the Certificate issuer (Issuer field) is made up as follows:

e Common Name (CN) — OID: 2.5.4.3
The name of the Certificate issuer certification unit in English (see section: 1.3.1.).

e Organization (O) — OID: 2.5.4.10
"Microsec Ltd."
(The name of the Trust Service Provider in English without accents.)

e Organization ldentifier (Orgld) — OID: 2.5.4.97
"WVATHU-23584497-2-41"
Filling out is optional.

e Organizational Unit (OU) — OID: 2.5.4.11
"e-Szigno CA"
(The name of the Trust Service Provider organization unit's name without accents; not
filled in SHA-256 based provider Certificates.)

e Locality (L) — OID: 2.5.4.7
"Budapest"
(Domicile city of the Trust Service Provider without accents.))

e Country (C) — OID: 2.5.4.6
IIHUII .
(Two letter abbreviation of the domicile country of the Trust Service Provider))

e E-mail address (EMAIL) — OID: 1.2.840.113549.1.9.1
"info@e-szigno.hu"
Filling out is optional.
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The same data is indicated in the provider Certificate of the Certificate issuer, in the subject
identifier field.

The Alternate Names of the Certificate Issuer Certification Unit
The Issuer Alternative Names field is not filled in the end user Certificates.

Denominations indicated in the end user Certificate issuer’s provider Certificate:

e In case of provider Certificates based on SHA-256 only the e-mail address is indicated in
the alternate names field (rfc822Name).

3.1.2 Need for Names to be Meaningful
The following rules are applied to the "SubjectDN" field:

e the identifier shall be meaningful;

e the personal name in the Certificate shall be indicated the same way as the notation in
public registers ;

e the name of the Organization in the Certificate shall be indicated the same way as the
notation in public registers — or in the absence thereof like in the deed of foundation.

3.1.3 Anonymity or Pseudonymity of Subscribers

Website Authentication Certificate shall not be pseudonymous.

3.1.4 Rules for Interpreting Various Name Forms

In order to interpret the identifiers it is recommended the Relying Parties to act as described
in this document. If the Relying Party is in need for help related to the interpretation of the
identifier or any other data indicated in the Certificate, it can contact directly the Trust Service
Provider. In such case, the Trust Service Provider shall not give any further information on the
Client than indicated in the Certificate, — provided that the law does not require it — only provides
the information to help interpret the indicated data.

3.1.5 Uniqueness of Names

The Subject has a unique name in the Certificate Repository of the Trust Service Provider. In
order to ensure the uniqueness, the Trust Service Provider gives each Subject an identifier (OID),
— unique in the Trust Service Provider's register — , which is indicated on the Subject’s unique
identifier "Subject DN Serial Number" field.

The Subjects’ unique identifiers (OID) are distributed in accordance with the order of the received
certification applications examination, ensuring the uniqueness of the "Subject" field in the
Certificate.
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Procedures to Resolve Disputes Relating the Names

The Trust Service Provider makes sure of the Client’s credentials to use the indicated names.
The Trust Service Provider is entitled to revoke the Certificate in question for the illegal use of
the name or data.

3.1.6 Recognition, Authentication, and Role of Trademarks

In the fields of the end-user Certificate required by the Applicant trademarks may occur, and the
Trust Service Provider makes sure of their legitimate use, and in case of a complaint it is entitled
to revoke the Certificate.

If the Client requests a Certificate, and asks for brand name or trademark indication, then the
Client shall provide evidence of the legitimacy of its use, which the Trust Service Provider verifies
before Certificate issuance.

The Trust Service Provider uses the e-Szigné trademark during its service provision. The trademark
is the property of E-Szigné LP., for the usage of the trademark, the consent is given by the holder.

3.2 Initial Identity Validation

The Trust Service Provider can use any communication channel within the limits provided by law,
for the verification of the identity of the person or organization requesting the Certificate, and for
checking the authenticity of the data provided.

The Trust Service Provider may refuse the issuance of the required Certificate at its sole discretion,
without any apparent justification.

3.2.1 Method to Prove Possession of Private Key

Prior to the issuance of a Certificate the Trust Service Provider ensures and makes sure that the
Certificate requester owns and has it under his control the private key belonging to the public key
of the Certificate .

If the Trust Service Provider generates within its organization the private key belonging to the
Certificate of the Subject — typically on Hardware Security Module in case of Certificate Policies
requiring such — , then it does not have to specially verify that the Subject owns the private pair
of the public key to be verified.

If the Subject requests the Certificate issuance for a key provided by it — typically in case of
software certificates —, then the Trust Service Provider accepts the Certificate Application in
PKCS#10 format, which at the same time confirms, that the owner of the private key asked for
the Certificate indeed.

3.2.2 Authentication of an Organization Identity
Authentication of organization identity
The identity of the Organization is verified in the following cases:

e if the Subject of the Certificate to be issued is the Organization;
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e if the Subject of the Certificate to be issued is the device or system operated by
the Organization (including the Website Authentication Certificates requested by the
Organization ;

Furthermore it is verified in these cases, that:

e whether the natural person acting on behalf of the Organization is entitled to act on behalf
of the Organization;

e whether the Organization consented to the issuance of the Certificate.
For performing the verification, the Client shall give the following data:

e the official denomination and registered office of the Organization,

e official registration number of the Organization (e.g. company registration number, tax
identification number), if applicable;

e the name of the organization unit within the Organization, if its indication in the Certificate
is requested,

The following certificates and evidences have to be attached to the Certificate Application:

e the statement with the application submitter’'s manual signature on that the data given for
the Organization identification is correct and comply with reality;

e a declaration of the the applicant with his signature that there is no trademark amongst
the data to be indicated in the Organization Certificate, or if included, proof that the
Organization is entitled to use the trademark;

e a certificate regarding that on behalf of the organization the Certificate application submitter
natural person is entitled to submit the application 2;

e the specimen signature of the person entitled to represent the Organization or other, official
document equal to the specimen signature, which contains the name and signature of the
persons entitled to represent the Organization 3;

e the Organization existence, name and the legal status verification document 4.

The Trust Service Provider is bound to verify the validity and authenticity of the presented
documents in authentic databases.

The Trust Service Provider does not exclude the verification of Organizations registered abroad,
as far as the data verification with adequate records of the country or obtaining a certificate issued
by a trusted third party is feasible.

In respect of data verification, the Trust Service Provider accepts:

2Section 3.2.5. contains the details regarding the verification of the authorizations and privileges.

%In case of Court of Registration registered firms the above documents can be acquired by the Trust Service
Provider.

*In case of Court of Registration registered firms the above documents can be acquired by the Trust Service
Provider.
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e certificate issued by the embassy or consulate of the foreign country in Hungary, that the
organization exists and the given information is correct;

e certificate issued by a Hungarian embassy or consulate in a foreign country, that the
organization exists and the given information is correct.

The Trust Service Provider can accept other documents and evidences too, if it makes sure that
the level of security is the same as of the above. Obtaining such evidence and submitting it to the
Trust Service Provider is the Client$ responsibility.

The Trust Service Provider only accepts valid documents, and evidences not older than 3 months.
The Trust Service Provider does not issue the Certificate if it considers that based on its internal

rules it can not verify with corresponding confidence the certificate, document or the data of the
foreign organization.

The Trust Service Provider guarantees by the proper usage of the trusted roles and the internal
administrative processes that during the registration and verification process of the personal data
at least two employees needed by the proper trusted roles.

Authentication of domain identity

At least one domain name or IP address shall be in the Website Authentication Certificates.

Before the issuance of Website Authentication Certificates the Trust Service Provider ensures
about the genuineness of the domain name or IP address to be indicated in the Certificate, and
about the eligibility of the Subject to use the domain name or IP address. During the inspection
a confirmation shall be obtained from authentic records or from a reliable third party, that the
Subject is entitled to use the domain name or IP address, or the Subject shall demonstrate in
practice that he has control over the given domain name or IP address

If more than one domain name or IP address is indicated in the Certificate, the aforementioned
verification shall be carried out in each case.

If a domain name containing a joker "*" character is indicated in the Certificate (wildcard
certificate), the Trust Service Provider ensures that, the Applicant is the legal user of the full
domain namespace. The Trust Service Provider does not issue a Certificate, in which the joker
"*!' character stands at the place of the highest domain name that can be registered, that is
located directly on the left side of the public domain endings (for example: "*.com", "*.co.uk").

The Trust Service Provider issues Certificates for public domain names and IP addresses used on
the Internet, not for domain names and IP addresses reserved for internal use.

3.23 Authentication of an Individual Identity or e Domain

The identity of the Website Authentication Certificate requester natural person shall be verified.

1. During personal identification.

In case of Certificates belonging to the Ill. certification policy:

e the natural person shall appear in person at the Registration Authority to perform the
personal identification;
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e the identity of the natural person is verified during personal identification based on a
suitable official proof of identity card;

e the natural person shall verify the accuracy of the data for the registration and identity
verification with a statement signed with a handwritten signature;

e the validity of the identification data used for personal identification is checked by the
Registration Authority with the help of a trusted third party or a public register;

e the natural person’s address shall be checked against a residence card suitable for
identification;

e the Trust Service Provider verifies, whether any alteration or counterfeiting happened
to the presented cards.

In case of Certificates belonging to the Il. certification class:

e there's no need for personal meeting for the identification of the person, in such cases
the Trust Service Provider can identify the Applicant remotely;

e the Applicant sends a copy of one of its official identity cards suitable for identity
verification to the Trust Service Provider.

e The Trust Service Provider performs data reconciliation with public registers in case
of certificates belonging to the Il. certification class.

e The Registration Authority verifies the authenticity of the presented cards in this case
too. Furthermore the Trust Service Provider verifies that the Certificate Application
was really sent by the identified Applicant through a trustable communication channel.
Then the Trust Service Provider asks for confirmation from the Applicant through such
a contact that was not given during the application procedure, but it originates from
other sources. There is no need for confirmation through more reliable communication
channel, in case of identification performed by an appropriate electronic identification
device or by a Certificate Application submitted with an appropriate electronic
signature.

e The Applicant can prove its identity at its own discretion according to the Il
certification class.

The Trust Service Provider verifies the identity of foreign citizens with the help of
their passport or other, personal identification documents, in this case it performs data
reconciliation with the proper records of the country, if such records are available. Additional
steps are necessary for verifying the foreign document with appropriate confidence, as well
as to access the foreign register. In respect of data verification, the Trust Service Provider
accepts:

e certificate issued by the embassy or consulate of the foreign country in Hungary, that
the organization exists and the given information are correct;
e certificate issued by a Hungarian embassy or consulate in a foreign country, that the

organization exists and the provided information is correct.

The Trust Service Provider can also accept other documents and evidences, if it makes
sure that the level of security is the same as of the above. Obtaining such evidence and
submitting it to the Trust Service Provider is the Client's responsibility.
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The Trust Service Provider only accepts valid documents and evidences not older than 3
months.

The Trust Service Provider does not issue the Certificate if it considers that based on its
internal rules, that it can not verify with corresponding confidence the certificate, document
or the data of the foreign organization.

2. Remotely using an electronic identification device, with respect to that the physical presence
of a natural person or a representative entitled to represent the legal person before issuing
qualified certificates has been guaranteed, and which complies with the substantial or high
security levels defined in Article 8 of elDAS regulation [1]. In these cases:

e In addition, during identification besides subject's name an identification number or
other data accepted on a national level that enables that natural persons can be
distinguishable from others of the same name shall be supplied.

e The identification data used for personal identification is checked by the Registration
Authority with the help of a trusted third party or a public register.

3. By identification traced back to an electronic signature certificate. In this case:

e The Applicant submits the Certificate Application in electronic format with an
electronic signature based on a non-pseudonymous Certificate with a safety
classification not lower than the requested Certificate (see section 1.2.3.).

e The electronically signed Certificate Application shall contain the data needed for the
definit identification of the natural person.

e The authenticity and confidentiality of the Certificate Application shall be verified on
the whole certification chain.

e The Trust Service Provider may accept only those electronic signatures, which are
based on a Certificate issued by a Trust Service Provider which is listed on the Trusted
List of one of the EU member states and was valid at the time of the signature creation.

e The identification data used for personal identification is checked by the Registration
Authority with the help of a trusted third party or a public register.

The Trust Service Provider uses the data reconciled during a previous identification procedure, if
the Applicant requests new Certificate instead of an expired or a revoked one, or if he requests a
new Certificate besides the existing one during the validity period of the service agreement. The
authenticity of the Certificate application, the accuracy of the data to be in the Certificate and
the identity of the person submitting the application shall also be checked.

The Trust Service Provider guarantees by the proper usage of the trusted roles and the internal
administrative processes that during the registration and verification process of the personal data
at least two employees needed by the proper trusted roles.

3.2.4 Non-Verified Subscriber Information

Only that data can be in the Certificate issued by the Trust Service Provider, which was verified
by the Trust Service Provider or on the authenticity of which the Applicant made a statement
with recognition of their criminal liability.
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3.2.5 Validation of Authority

The identity of the natural person representing the legal person is verified according to the
requirements of Section 3.2.3. before issuing an Organizational Certificate.
The right of representation of the natural person shall be verified.

Persons entitled to act on behalf of an Organization:

e a person authorized to represent the given Organization,

e a person who is mandated for that purpose by an authorized person to represent the
Organization,

e an Organization administrator appointed by an authorized person to represent the
Organization,

An organization administrator is a person who is eligible to act during the application and
revocation of the Certificates issued to the Organization .

The organization administrator can be appointed during Certificate application, or anytime later
with the help of the corresponding form. The identifier information of the designated person(s)
shall be given on the form, by which he/she can be identified in later litigation. The form shall
be (manually or qualified electronically) signed by the representative of the Organization, which
is verified by the registration associate of the Trust Service Provider when received. Appointing
an organization administrator is not mandatory, and multiple organization administrators can be
appointed too. If there is no appointed organization administrator, then the person entitled to
represent the Organization can perform this task.

3.2.6 Criteria for Interoperation

The Trust Service Provider does not work together with other Certification Authorities during the
provision of the service.

3.3 Identification and Authentication for Re-key Requests

Re-key is the process when the Trust Service Provider issues a Certificate to a Subject with
a replaced public key. Re-key can only be requested during the validity period of the service
agreement.

In case of a re-key request, the Trust Service Provider verifies the existence and validity of the
affected Certificate.

Details related to the re-key process can be read in section 4.7.

In case of the certificates belonging to the Il. certification class, the Trust Service Provider does
not perform re-key. Issuing new key container Certificate only takes place within the framework
of a new Certificate application process.

3.3.1 Identification and Authentication for Routine Re-key

For the submission of the re-key applications, the Trust Service Provider ensures the following
options:
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e on paper signed manually by the Applicant at the customer service of the Trust Service
Provider, to the mobile registration associate of the Trust Service Provider or to some other
Registration Authority's registration associate, on a date previously agreed,

e in electronic form with an electronic signature of the Applicant based on the non-
pseudonymous Certificate with a safety classification not lower than the Certificate to be
renewed (see section 1.2.3.);

e during the revocation process of the Certificate,

e signed manually, sent by post to the Customer service.

In case of a personal application the applicant identification takes place according to as described
in section 3.2.3.

In case of a Certificate application according to the aforementioned, signed with an electronic
signature there is no need for further verification of the applicant’s identity, or the authenticity
of the application.

The renewal request is sibmitted on paper by post, the identification of the applicant and the
verification of the application is performed during a personal meeting after receiving the application.
in case of the renewal of certificates belonging to the Ill. certification class.

In case re-key is necessary because the private key belonging to the Certificate became
compromised, the Trust Service Provider ensures options for the Subject to indicate this fact
during the revocation process. In this case the Subject is identified within the confines of the
revocation process, and the details are in section 3.6.

3.3.2 Identification and Authentication for Re-key After Revocation

The Trust Service Provider accepts re-key requests — only during the validity period of the service
agreement— in case of Certificates revoked . The identity of the person submitting the application
is verified the same way, as in case of re-key requests for valid Certificates according to the process
defined in section 3.2.3, except not all listed options are accessible by the Client.

3.4 Identification and Authentication in Case of Certificate Renewal Requests

Certificate renewal is the process when the Trust Service Provider issues a certificate with
unchanged Subject identification information but for new validity period to a Subject. Certificate
renewal can only be requested during the validity period of the service agreement and for valid
Certificates.

3.4.1 Identification and Authentication in Case of a Valid Certificate

For submitting Certificate renewal requests the following options are enabled by the Trust Service
Provider:

e on paper signed manually by the Applicant at the customer service of the Trust Service

Provider, to the mobile registration associate of the Trust Service Provider or to some other
Registration Authority's registration associate, on a date previously agreed,
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e in electronic form with an electronic signature of the Applicant based on the non-
pseudonymous Certificate with a safety classification not lower than the Certificate to be
renewed (see section 1.2.3.);

e signed manually, sent by post to the Customer service.

In case of a personal application, then the Applicant’s identification takes place according to as
described in section 3.2.3.

In case of a Certificate application according to the aforementioned, signed with an electronic
signature there is no need for further verification of the applicant’s identity, or the authenticity
of the application.

In case the renewal request is submitted on paper by post, the identification of the applicant
and the verification of the application is performed during a personal meeting after receiving the
application. in case of the renewal of certificates belonging to the Ill. certification class .

3.4.2 Identification and Authentication in Case of an Invalid Certificate

Invalid Certificate shall not be renewed.

3.5 Identification and Authentication for Certificate Modification requests

Certificate modification is the process, when the Trust Service Provider issues a new Certificate
to the Subject with an unchanged public key, but with different Subject identification data.

In this case, the changed Subject information is verified by the Trust Service Provider as defined
in section 3.2. before the Certificate issuance.

3.5.1 Identification and Authentication in Case of a Valid Certificate

For submitting Certificate modification applications the following options are enabled by the Trust
Service Provider:

e on paper signed manually by the Applicant at the customer service of the Trust Service
Provider, to the mobile registration associate of the Trust Service Provider or to some other
Registration Authority's registration associate, on a date previously agreed,

e in electronic form with an electronic signature of the Applicant based on the non-
pseudonymous Certificate with a safety classification not lower than the Certificate to be
renewed (see section 1.2.3.);

e signed manually, sent by post to the Customer service.

In case of a personal application, then the Applicant’s identification takes place according to as
described in section 3.2.3.

In case of a Certificate application according to the aforementioned, signed with an electronic
signature, there is no need for further verification of the applicant’s identity, or the authenticity
of the application.

In case the modification request is submitted on paper by post, the identification of the Applicant
and the verification of the application is performed during a personal meeting after receiveing the
application. in case of the renewal of certificates belonging to the Ill. certification class.
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3.5.2 Identification and Authentication in Case of an Invalid Certificate

Invalid Certificate shall not be modified.

3.6 Identification and Authentication for Revocation Request

The Trust Service Provider receives and processes the requests related to the revocation of the
Certificates, and the announcements (for example related to the private key compromise or to the
improper use of the Certificate) concerning the revocation of the Certificates.

The Trust Service Provider ensures that the requests only get accepted from authorized parties
besides the rapid processing of the suspension and revocation requests.

The identity of the submitter persons and the authenticity of the applications are verified.
The identification and authentication aspects of such requests are described in section 4.9. .

In case of Website Authentication Certificates, suspension is not possible.

4 Certificate Life-Cycle Operational Requirements

The issuance of a new Certificate for a new Subject shall precede the transmission of the
Registration Application required to the Trust Service Provider and signing of the service
agreement on the Subscriber's part as well as signing of the Certificate Application of the
Applicant’s part.

Certificate replacement is the process, when previously registered (and during that, identified)
Subject requests a new Certificate instead of the existing one (issued pursuant to a valid service
agreement). Certificate replacement can take place for the below reasons:

e Certificate renewal means requesting a Certificate with the same data indicated in it as in
the previous one by the Subject and both Certificates are issued for the same public key.
The details of Certificate renewal are discussed in section 4.6.

e Certificate modification means requesting the modification of the Subject’'s Certificate
considering data change. The Trust Service Provider receives Certificate modification
requests during the validity period of the Certificate. Over the course of Certificate
modification, the new Certificate is issued to the same public key. The details of Certificate
modification are described in section 4.8.

e Re-key means a new Certificate issuance by the Trust Service Provider for a new public key
at the request of the Subject during the Certificate's validity period or after expiration. The
details of Certificate renewal are discussed in section 4.7.

When Clients — with a valid service agreement— request a new Certificate, then the modification
of the service agreement is necessary.

The state of a Certificate can be valid or revoked. Regulations related to the status changes are
discussed in section 4.9., and the Certificate status service is discussed in section 4.10.

The Trust Service Provider provides Certificate maintenance only during the force of the related
service agreement. The requirements related to the termination of service agreement are discussed
in section 4.11.
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4.1 Application for a Certificate

For each new Certificate issuance, Certificate Application submission is required. Prior to
submitting the first Certificate Application, the Applicant shall submit a Registration Application
to the Trust Service Provider, this can be done through the website of the Trust Service Provider,
for instance. The Applicant shall specify their data to be indicated in the Certificate and shall
specify what kind of Certificate they request, and they shall authorize the Trust Service Provider
for the management of their personal data in the Registration request.

The Trust Service Provider doesn't consider the data indicated in the Registration Application
authentic until the Applicant confirms them in a Certificate Application.

In case the conclusion of a new service agreement is necessary, the Trust Service Provider prepares
the Subscriber's service agreement based on the information given in the Registration Application.

The service agreement shall contain the types of Certificate available for specific Subjects in the
frame of the services within the confines of the Agreement.

A new Certificate can be requested within the confines of a previously concluded service agreement.
If the Certificate (Certificate replacement) is issued as a replacement of a Certificate indicated in
the service agreement, it is not necessary to modify the service agreement. If the Client requests
a new Certificate in addition to the extant ones, the service agreement shall be modified.

The Trust Service Provider informs the Subscriber about the Certificate usage terms and
conditions prior to the conclusion of the contract.

If the Applicant is not the same as the Subscriber, then the aforementioned information is also
given to the Applicant.

The Trust Service Provider publishes the documents containing this information in a
comprehensible manner, made available in an electronically downloadable format as well as upon
request in printed form. At the Customer service office, the Client has the opportunity for survey
and consultation.

In the Certificate Application the Subject shall at least include the data below:

e data to be indicated in the Certificate (for example domain name or IP address, name of
Organization, city, country);

e the personal identification information of the Applicant (full name, number of the
identity document, mother's name, date and time of birth);

e the contact of the Applicant  (telephone number, e-mail address);

e in case of Organization Certificate application, the data of the Organization (official name,
domicile, optionally: identification data, denomination ot the organization department);

e the Subscriber's data (billing information);

In conjunction with the Certificate Application the Trust Service Provider ask for and check at
least the following documents, certifications, procurations and declarations (in case of remote
identification the copies of these):

e documents necessary to identify the Applicant according to Section 3.2.3;
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e in case of Organizational Certificate application, the documents for the identification of the
Organization according to Section 3.2.2;

e in case of Organizational Certificate application, the evidence issued by the Organization
that the Applicant is entitled for representing the Organization according to section 3.2.5.;

e if the Certificate requested contains a trademark or a brand name, then a certification about
the usage rights of the Applicant according to section 3.1.6.

4.1.1 Who May Submit a Certificate Application

Certificate Application may only be submitted by natural persons, to request a Certificate for
themselves or for the organization represented. The precondition of Certificate issuance is a valid
service agreement (signed by the Subscriber and the Trust Service Provider) concerning Certificate
issuance and maintenance.

The Applicant  may submit the Certificate Application in the following ways:

e on paper signed manually during the personal identification performed at the customer
service of the Trust Service Provider, by the mobile registration associate of the Trust
Service Provider or by some other Registration Authority's registration associate,

e on paper sent by post to the postal address of the Trust Service Provider (then, in case of
Certificates belonging to the Ill. certification class the personal identification will take place
later ),

e in electronic form with an electronic signature based on a non-pseudonymous Certificate
with a security classification not lower than the requested Certificate, sent to the Trust
Service Provider's e-mail address (see section 1.2.3.);

The Trust Service Providerverifies that the Certificate Application was really sent by that person
whose data (documents) is in the application through a different — trustable — communication
channel.

The Subscriber and the Applicant shall provide their contact information during the Registration
Application.

4.1.2 Enrolment Process and Responsibilities

During the process of the application the Trust Service Provider (or the Registration Authority)
ascertains the identity of the person submitting the Certificate Application (see section 3.2.3.).

In case of Organizational Certificate application the  Trust Service Provider (or the Registration
Authority ) identifies the Organization (see section: 3.2.2.) and it ensures, that the Applicant is
entitled to represent the Organization (see section: 3.2.5.) and to request a Certificate related
to the Organization (see section: 3.2.2.).

The Applicant shall provide all the necessary information for the conduct of the identification
processes.

The Trust Service Provider performs data reconciliation with public registers (such as the personal
data and address register or the company register). In case of a database if it can be arranged,
the Trust Service Provider performs the data reconciliation electronically.
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During the process the Trust Service Provider specifies the unique name of the Subject and assigns
a globally unique ID (OID) to the Subject. This happens as defined in section 3.1..

The Trust Service Provider registers all the necessary information on the identity of the Applicant
and the Organization for the provision of service and for keeping contact.

The Trust Service Provider registers the service agreement signed beforehand by the Subscriber
that shall contain the Subscriber’s statement that the Subscriber is aware of its obligations and
undertakes the compliance.

The Trust Service Provider registers the Certificate Application signed by the Applicant which
shall contain the following:

e a confirmation, that the data provided in the Certificate Application are accurate;

e a consent, that the Trust Service Provider records and processes the data provided in the
application;

e the decision about the disclosure of the Certificate;

e a statement that there's no brand name or trademark indicated in the requested Certificate,
or it is indicated and the applicant is entitled to use that.

The Trust Service Provider keeps the aforementioned records for the time period required by law.

The Trust Service Provider archives the contracts, the Certificate application form and every
attestation that the Represented Organization, the Applicant or the Subscriber handed in.

If the identity of the Applicant or in case of an Organizational Certificate the identity of the
Organization can not be verified without a doubt or any of the indicated data on the Certificate
application form is incorrect, then the Trust Service Provider can, according to its inner regulations
give the Client the opportunity to correct the missing or incorrect data, and to the hand over the
missing attestations within 3 months from the submission of the Certificate Application.

4.2 Certificate Application Processing
4.2.1 Performing ldentification and Authentication Functions

The Trust Service Provider identifies the Applicant according to Section 3.2 ., and it verifies the
authenticity of the request.

In case of requesting an organization Certificate, the Organization is going to be identified too, and
the verification of the privileges takes place according to section 3.2. The Trust Service Provider
registers all the information used by the Subject or in case of an Organizational Certificate the
Organization to certify its identity, including the registration number of the documentation used
for the certification and the incidental limitations related to its validity.

4.2.2 Approval or Rejection of Certificate Applications

To avoid any conflicts of interests, the Trust Service Provider ensures its personal and operational
independence contrary to the Subscribers. It does not constitute a breach of conflicts of interests,
if the Trust Service Provider issues Certificates for its associates.
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The Trust Service Provider verifies the authenticity of all the information given in the Certificate
Application to be indicated on the Certificate before issuing the Certificate.

The Trust Service Provider accepts or refuses to fulfil the Certificate Application after processing
it.

If the identity of the natural person or the organization which is to be identified, or in case of a
personal Certificate, or any of the indicated data on the Certificate Application form is incorrect,
and is not corrected by the Client upon request of the Trust Service Provider, then the Trust
Service Provider rejects the application.

In case of Certificate Application refusal the Trust Service Provider informs the Applicant and the
Subscriber, but the Trust Service Provider does not have to justify its decision.

4.2.3 Time to Process Certificate Applications

The Trust Service Provider undertakes the processing of the Certificate Application within 5
workdays if all the necessary data and document is available.

4.3 Certificate Issuance

The Trust Service Provider only issues the Certificate to the Subject in case of certificates
belonging to the Ill. certification class, in case of the acceptance of the Certificate Application.

The issued Certificate only contains the data that was indicated in the Certificate Application and
that was verified by the Trust Service Provider during the evaluation process.

In case of Certificates belonging to the Il. certification class the Trust Service Provider only issues
the Certificate to the Subject after verifying the data given in the Registration Application and
receiving the signed Certificate Application and service agreement. The issued Certificate only
contains that Subject data , that was given in the Registration Application, and that the Trust
Service Provider verified during the evaluation.

43.1 CA Actions During Certificate Issuance

The Certificate issuance happens according to strictly regulated and controlled processes, the
details are stated by the Trust Service Provider's inner regulations and requirements.

The Trust Service Provider guarantees by the proper usage of the trusted roles and the internal
administrative processes that during the Certificate issuance process at least two employees needed
by the proper trusted roles.

4.3.2 Notification of the Subscriber about the Issuance of the Certificate

The Certification Authority informs the Applicant and the Subscriber on the issuance of the
Certificate and enables the Applicant to receive the Certificate.
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4.4 Certificate Acceptance
4.4.1 Conduct Constituting Certificate Acceptance

In case of Certificates belonging to the Ill. certification class Applicant shall verify the accuracy
of the data indicated in the Certificate during the takeover of the Certificate and shall make
a written statement on that. In the statement the Applicant verifies the reception of the
Certificate.

In case of Certificates belonging to the . certification class, the Applicant (or its representative) do
not have to separately state the takeover of the issued Certificate. By signing the service agreement
the Subscriber verifies in addition the acceptance of the Certificate Policy the Certification
Practice Statement and other documents containing contractual conditions.

4.4.2 Publication of the Certificate by the CA

After the Certificate receipt — if the Applicant consents — the Trust Service Provider discloses the
Certificate in its Certificate store.

4.4.3 Notific